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NOT JUST A CHECK FROM UNCLE SAM 



By Joshua D. Filler    

A founder of the key homeland security grant program looks back at his handiwork and provides tips on grants and getting the most out of procurement dollars. 
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In early 2003, I was in my office at the Department of Homeland Security (DHS) headquarters on Nebraska Avenue in northwest Washington, DC, along with Tim Beres, the former director of preparedness programs at the Office for Domestic Preparedness (ODP), which had been moved from the Justice Department into DHS that year. DHS had just been created. 

We were putting the finishing touches on the new Urban Areas Security Initiative (UASI) grant program. We had been talking to federal, state and local officials from across the country on how best to design the program, including for the first time working with the US intelligence community (IC) on designing a terrorism risk assessment methodology for the homeland to allocate funding. 

The UASI program received $800 million through two rounds of funding in 2003 to help large urban areas, such as New York, Washington, DC, Chicago and Los Angeles, prevent, protect against, respond to and recover from threats and acts of terrorism through equipment purchases, operational activities, planning, training and exercises for public safety agencies. Today, at $782 million, it is still one of the largest and most critical homeland security grant programs administered by DHS. 

In the beginning, we were trying to develop a UASI program that would be truly regional and intergovernmental in nature—city, county and state agencies working together, with the private sector, across jurisdictions to enhance security and preparedness. 

It wasn’t easy. Most federal grant programs went directly to cities or counties or even directly to specific agencies: law enforcement, fire departments, etc. Requiring multiple local agencies from multiple jurisdictions to work together and with the state for a common purpose would require a new way of doing business. 

By the end of 2003, there were 30 jurisdictions on the UASI list. Today, despite some UASI areas having been merged into a single urban area (for example, San Francisco and Oakland are now one mega-Bay Area UASI region), the list has grown to a total of 60 urban areas under the 2008 program. In fact, this year, 14 new jurisdictions have been added by DHS, including some old jurisdictions that had been dropped from the program, such as Richmond, Va., and totally new places such as Riverside, Calif., and Syracuse, NY. 

With these new urban areas added to the program, it’s important for them and all member jurisdictions of the UASI program to remember and understand that UASI is not simply a federal paycheck for public safety activities. Instead, it’s a program requiring significant time and effort to manage—and even more so to manage and implement well. 

This year marks the fifth year of existence of DHS, as well as of the UASI program. To this day, the program undergoes changes and sometimes withering criticism concerning DHS’ application of the risk-based funding formula and funding decisions. As I look back now from the perspective of the private sector, I see that, while many UASI jurisdictions, in partnership with their states, do an excellent job of running their programs, there are always lessons learned and best practices to be conveyed. 

The three core issues 

To develop and run a productive UASI program, state and local leaders must focus on three main issues: establishing a governance and management structure; developing a homeland security strategy and implementation plan based on risk and need; and creating a process to develop, track and measure specific investments to enhance homeland security based upon that strategy and implementation plan. 

Governance and management 

One of the last issues that Tim Beres and I worked through back in 2003 was the issue of governance within each urban area. What minimum organizational and collaboration requirements would we impose from Washington, while understanding that, in the end, it is up to state and local leaders to execute and work together? 

We decided upon a system of checks and balances that would require the cities, counties and state agencies to work together in order to actually spend the grant money. 

First, we required the establishment of an Urban Area Working Group (UAWG) that would serve as a steering committee for the region. Then we further required that law enforcement, the fire service, emergency management and others from across the urban area sit on the UAWG. 

Next, we created the “core city-core county” concept. This was our attempt at establishing a balance of power among major cities and counties that often saw each other as competitors for federal grant funds instead of as partners. The core cities were those cities that DHS and the IC determined were at greatest risk of terrorist attack based on population, population density, known terrorist threats and the presence and vulnerability of critical infrastructure, among other factors. These core cities included Los Angeles City, Washington, DC, Chicago, Seattle, New York City and Boston. 

The core county was defined as the county or counties within which the core city was geographically located—for example, Cook County for Chicago, Los Angeles County for Los Angeles City and King County for Seattle. 

Prior to the expenditure of grant funds, the core city, core county or counties and the state had to agree and demonstrate that the expenditures supported implementation of an urban area homeland security strategy, which was to be developed afterward and based upon an urban area risk and capabilities assessment. 

While far from perfect, I believe the guidance that we ended up providing in 2003 set a clear minimum of standards and actions for structure and governance. However, I’ve also concluded that there were a few more things we could have done in the guidance and, more importantly, the new urban areas and even existing ones should recognize and learn from going forward. 

First, beyond basic governance, urban areas must have a program management structure, set up to implement the UASI program. This includes a structure to manage the grant funding itself from a fiscal perspective, but, more importantly, a management structure to oversee the urban area homeland security strategy and track investments made to implement that strategy. 

Too often, program management responsibilities have been imposed as an additional duty on public safety officials, most often from the police, emergency management or fire departments, regardless of whether those individuals have the program management skill set, let alone the time, to adequately perform those responsibilities. Being a good firefighter or police officer does not necessarily mean that one will be a good program manager. Moreover, this practice of simply adding program management and grants administration responsibilities onto public safety personnel with existing operational responsibilities usually dilutes their ability to perform well in either area. 

The lesson from all of this: Establish an independent program management office and staff that works for the entire urban area and is dedicated exclusively to managing the UASI program and use UASI funds to pay for that staff. This should include a lead program manager and staff divided among functional areas of importance to the urban area—for example, an intelligence and information sharing planner and a medical and public health planner who work directly with those agencies across the urban area that have operational responsibilities for those functional areas. 

The functional areas could be melded into working groups, with each working group having a lead planner who reports to the overall lead program manager. Such staff may be hired as full-time or part-time or on a consultant or contract basis under the UASI grant guidance, but urban areas, for a host of reasons, rarely avail themselves of this hiring opportunity to the maximum. There are urban areas that have followed this model with great success, particularly the Bay Area in California. In the end, the size and scope of the program management office should reflect the size and needs of the urban area. 

A key functional area that often gets overlooked by most UASI jurisdictions and state and local governments is procurement. 

For some UASI jurisdictions, the inability to quickly, efficiently and effectively spend grant funds results in serious delays in building the capabilities needed to increase homeland security. Most often, the delays have little to do with federal or state government rules. Rather, they are the result of antiquated local procurement laws and regulations that require time consuming and bureaucratic procedures to be followed that often add little value to the process. 

Here again, several UASI jurisdictions have learned from this and built procedures exclusively for the expenditure of homeland security grant funds, including increasing the dollar amount for signature authority contracts or establishing multi-agency or even multi-state cooperative purchasing consortia or authorities to help speed up purchasing. 

The lessons from all this: In addition to developing cooperative purchasing consortia or authorities, UASI jurisdictions should also look to working off of statewide procurement contracts, including prime vendor contracts, that allow local governments to buy equipment and services using a pre-negotiated state contract as the procurement vehicle. This allows local agencies to gain immediate access to goods and services and/or other contracts that have already gone through the “due diligence” of the public procurement process and to take advantage of the resulting price, terms and conditions. 

When applied, these procurement reform efforts have substantially reduced the length of time it takes for localities to purchase and receive equipment or services. In addition, in coordination with the state, UASI jurisdictions should seek to purchase critical homeland security related equipment in bulk to expedite the purchasing process and receive a discounted price, as well. (See A Report From The Task Force on State and Local Homeland Security Funding, p. 12, June 2004.) 

In the end, regardless of the amount of funding an urban area receives, the best strategy or plan cannot be implemented if the infrastructure to execute it, especially people and systems, is not in place. By recognizing the importance of hiring staff to manage and implement the program and by developing acquisition systems that can effectively and efficiently acquire needed goods and services, urban areas will more fully reap the benefits of the federal funding. 

Planning and strategy implementation 

Upon developing its organizational and management structure, an urban area must adhere to a planning system that will enforce structure and discipline to the homeland security decision making and resource allocation process. The first step in this process is to assess and catalogue the risks an urban area faces and the capabilities it has and/or will need to mitigate those risks. The gap between the risk and the capabilities on hand will determine the urban area’s homeland security needs going forward and should form the basis for planning. 

While having a strategy, risk and capabilities assessment was a requirement back in 2003, too often, meeting these requirements has become a “check the box” for many urban areas that are drowning in federal requirements and don’t see the value or results that come from compliance. Indeed, many urban areas still follow the horse trading model of simply holding a meeting in which all the major players in a region sit down and hammer out a deal on how to spend the money and then fit those decisions into “the strategy,” which is often written so broadly that it’s meaningless as a tool for decision making. This process usually focuses on making sure each jurisdiction—city, county or town and discipline, such as law enforcement, fire or public health—get their “fair share” of the funding. 

The results of this kind of process leave the urban area less prepared and less able to explain how its allocation of funding matches up against the risks the region faces and the capabilities needed to mitigate those risks. 

As a result, the public cannot be sure what value it’s getting for the billions being spent each year because the urban areas can, at best, provide only an itemized list of things it purchased, such as the type of first responder equipment or the number of people trained in a given topic. However, it cannot explain those acquisitions and activities in the context of value-added risk management and capability enhancement based on a comprehensive plan. 

The lessons from all this: UASI funding should be allocated across an urban area based on assessed risk and need. That risk and need should in turn drive homeland security planning and investing, along with the ability to measure the effectiveness of those investments. Based upon the significant strides made in the ability to assess terrorism and natural hazards risk over the last five years, DHS should develop risk assessment and risk management guidance and a technical assistance program to assist urban areas, and states, in this area. Above all, however, the investment of funding in homeland security must be viewed by the urban area leadership as the culmination of a comprehensive homeland security planning and implementation process. 

No federal requirement or amount of assistance can overcome the need for urban area leaders themselves to build and adhere to a planning process that drives the UASI program. Leadership must start and end at the urban area and state level. Building off of a solid organizational structure, a planning process will ensure that the urban area can track progress in reducing risk, enhancing homeland security capabilities and implementing homeland security priorities. This will put the urban areas and the states in a much stronger position to ask for future federal funds from Congress and the administration because they will be better able to explain the benefits of those funds already provided and explain the benefits that are expected in the future. 

Investment justifications 

During my time at DHS, we didn’t require written and specific investment justifications to be submitted prior to awarding UASI funding (or any other funding) to states and urban areas. Beginning in 2005, DHS created this process and made it quasi-competitive, awarding funds based on an urban area’s terrorism risk profile and the quality of its investment justifications as scored by state and local peer review panels. 

While I’ve taken issue with some of the specifics of how DHS manages this process, in total, I agree with its overall purpose of requiring significant pre-planning by states and urban areas consistent with their strategies and implementation plans before they get access to federal funds. 

Too often, UASI jurisdictions and states simply wait for DHS grant guidance to be released before they start the investment justification process. Obviously, for new UASI jurisdictions designated in 2008, this is unavoidable, but going forward, it is inexcusable. In addition, the investment justification process is often not sufficiently tied to the strategy and implementation plan. Instead, at times, investment justifications are created on the fly and are completely divorced from the planning process. 

The lesson from all this: The investment justification process must be viewed as the culmination of a comprehensive, year-long, homeland security planning and implementation process and not simply as a 90-day event in order to ask for money from the federal government. 

The purpose of submitting investment justifications to DHS is to obtain funding necessary to implement the goals and objectives of an urban area strategy and implementation plan. Investment justifications that fall outside the goals and objectives of such plans should not be submitted. In addition, funding received from other sources related to homeland security should be spent in accordance with the goals and objectives of urban area strategies and implementation plans. 

Analysis 

The UASI program is one of the most important homeland security grant programs that DHS or any federal agency administers. It is a critical element in building capabilities to prevent, protect against, respond to and recover from threats and acts of terrorism and other potential catastrophes. It is a major undertaking for any state and region to manage and implement the program well. 

For those of us who have been involved with the program since its inception, there are many lessons to be learned from mistakes and best practices to be gleaned from successes. UASI jurisdictions that avail themselves of both will take a major step toward recognizing that the UASI program is more than just a federal check; instead, it is an enabling mechanism to enhance coordination, collaboration, security and preparedness across regions and the nation as a whole. 
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